
An introduction to the Health 
Data Research UK Gateway: 
facilitating discovery and 
access to health data

Susheel Varma, Ex- Chief Technology Officer, HDR UK

Current: Head of AI and Data Science, ICO

06/07/22



“To establish a national institute in biomedical and health data science that brings coherence to this 
complex landscape, with sustained support over a long period of time”

• National leadership

• A multi-disciplinary, geographically distributed and UK-wide research institute

• An integrated network to provide core capability

• Develop other strategic investments

• Develop cutting-edge analytical tools and methodologies,

• Develop a workforce of skilled data scientists

• To collaborate with complementary initiatives in data science led by the funders.

Our mission

HDR UK’s mission is to unite the UK’s health data to enable 
discoveries that improve people’s lives

Our 20-year vision is for large scale data and advanced analytics to 
benefit every patient interaction, clinical trial, biomedical 

discovery and enhance public health. 
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Programme fundersCore funders



One Institute Partnerships
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Three programmes working with local, regional, national and international partners across NHS, 
academic and industrial ecosystems:

UK Regional Networks HDR Global Institute Office

Drawing on health data science expertise and infrastructure across the UK and globally.
Delivering the transformative potential of health data research to impact everyone, everywhere



Our future strategy focuses on three
integrated areas of activity
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Uniting health data 

Advancing research 
discoveries

Promoting 
partnerships



A trustworthy health data research ecosystem – differentiated 
talent, emerging technology, robust datasets, all connected 
through a platform

| 5To transform science practice and health globally



1. Research Data Infrastructure and Services
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Uniting health data through delivery of FAIR Research Data Infrastructure and Services



Leading healthcare and 
research organisations 
united to establish best 
practice, standards and 
tools

Our aim is for the Alliance to be internationally recognised as a powerful collaboration that is 
enabling trustworthy use of health-relevant data at scale and networked to deliver public 

benefit.



The UK Health Data Research Alliance (70 members and growing…)
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https://www.glassdoor.co.uk/Reviews/Office-for-National-Statistics-Reviews-E523692.htm
https://covid-19.hscni.net/
https://covid-19.hscni.net/
https://www.glassdoor.co.uk/Reviews/Office-for-National-Statistics-Reviews-E523692.htm
https://www.glassdoor.co.uk/Reviews/Office-for-National-Statistics-Reviews-E523692.htm
https://www.glassdoor.co.uk/Reviews/Office-for-National-Statistics-Reviews-E523692.htm
https://covid-19.hscni.net/
https://www.hdruk.org/news/why-ppie-is-so-important-to-health-data-research-sail-databank/
https://www.hdruk.org/news/why-ppie-is-so-important-to-health-data-research-sail-databank/
https://covid-19.hscni.net/


Research Data Infrastructure and Services

UK Health Data Research Alliance Data quality and standards

Leadership in public involvement Governance and ethics Capacity building

Health Data Research Innovation Gateway

We have built a UK-wide FAIR data infrastructure to accelerate and streamline health data research at scale 
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Our role in the landscape of
UK-wide health data and research

HDR UK is one part 
of the ecosystem

& to succeed in our 
mission our role is 
to enable and 
convene other 
organisations 



JA Taylor et al. BMJ Open 2021;11:e047575
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Streamlining access to health data → Accelerate research cycle times

ACCESS

From A. Bailey (MRC)



Building the Gateway for researchers and innovators to access health data

| 14

www.healthdatagateway.org

“Really impressed with this resource. 

I think as a gateway to search by data type 
and indication, it’s a really powerful tool.“

David Leather, GSK

• Access to request over 774 datasets, 188 tools, 199 educational courses and 
2000+ publications

• A dedicated collection of datasets for each Hub – 140 in total

• Facilitated 584 requests to access health datasets, in particular actively 
supporting the government’s National Core Studies into COVID-19 
(“Data and Connectivity”)





A platform already used by custodians to make their data available

✓ An independent Alliance of data 
custodians dedicated to improving 
human health

✓ 50 member organisations (incl. 

national bodies, hospital trusts, 
charities, cohorts)

✓ Guided by Principles for Participation 
based on transparency and public 
benefit

✓ Collaborating to design best practice 
and standards for the use of health 
data

Covering all four nations of the UK and discoverable via a shared ‘front door’

49%

19%

17%

9%
7%

England Wales

Scotland NI

International



Accelerate FAIR-ness in a federated world –
Metrics, Cookbooks, Data Utility Framework, Maturity levels



Layout for illustration purpose only
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Cohort Query 

Engine

Cohort Query

Dataset 1: 20K

Dataset 2: 3K

Dataset 3: 1K

…

Researchers

The Health Data Gateway – Cohort Discovery

Co-vars

Inc. Crit

Exc. Crit

Custodian controlled

Cohort Beacons

Query ProcessingQuery Results

Total Patients: 23K

Statistical Disclosure Control Policies:

• User validation (e.g. Bona-fide Researcher)

• Low number suppression (e.g. >50)

• Query Count binning (e.g. 50, 60, 70, -)

• Query Rate limiting

• Researchers are able to reuse the cohort query to define their research protocol when 

submitting their data access request

• Researchers will be able to reuse and compare cohort definitions between similar protocols

• Cohort definitions will be able to reuse phenotype definitions (asthma, diabetes) without 

resorting to using ICD-10, Read, SNOMED-CT codes

Solution: Cohort Discovery enables researchers to discover, assess and request 

access to potential datasets that exactly match the research project cohort definition 

using standardised inclusion & exclusion criteria and co-variates

Datasets with female

patients between 18-35

who have asthma and 

diabetes and who are 

not smokers and not

pregnant

Cohort Definition



Improving data access – our work so far

✓ Worked with Alliance members to develop a 
common data access form based on the Five 
Safes* for datasets listed in the Gateway

✓ We went through an harmonisation process to 
identify a set of essential questions common 
to all custodians

✓ Has launched on the Gateway for 283 datasets 
and 12 custodians (2 more soon). Look to 
continue to encourage datasets listed in the 
Gateway to use the new form

✓ Had 584 data access requests using the new 
form (requesting 90 datasets)

*Office for National Statistics: https://blog.ons.gov.uk/2017/01/27/the-five-safes-data-
privacy-at-ons/



USE PEOPLE PROJECT DATA SETTINGS OUTPUTS

SAFE

UNSAFE

Data Sensitivity Example Users

Public Data

Aggregated Data

Sensitive Data

Identifiable Data

SAFE People SAFE Project SAFE Data SAFE Setting SAFE Output

None None Low None None

Low Medium Medium Medium Low

High Very High Very High Very High High

Very High Very High Very High Very High Very High

General Public

Data Journalists

Hospital Analysts

Clinical Staff 

De-Identified Data Medium High High High Medium Researchers

Data Governance – Risk Profiles based on the Five SAFE principles





Public Health, Primary Care, Secondary Care, Test & Trace, Administrative Datasets with increased adoption of data standards and interoperability
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Trusted Research Environments Landscape View (research only – non-exhaustive)

National TREs
• HSCNI - Honest Broker Service
• PHS - Scottish National Safe Haven
• NHS Digital
• UKSeRP
• ONS - SRS
• OpenSAFELY

Commercial TREs 
• AIMES
• AridhiaDRE
• AzureTRE
• AWS ServiceBench
• Lifebit
• … 

Domain/Location-Specific TREs (some being created)

• Genomics England
• QResearch
• EMBL-EBI*
• CPRD
• Turing Institute
• MRC-CLIMB (COG-UK)
• PIONEER
• eMedLab
• DISCOVER-NOW
• UKHSA
• CIPHA
• Our Future Health*
• …

International TREs 
• Terra.bio
• TEHDAS
• MedCo
• ICODA
• DNAStack
• …

Layout for illustration only

The future of TREs is already here, just unevenly distributed & fragmented



Open, Federated and Interoperable Technology Stack for Trusted Research Environments

{Meta}Data Federation

Discover, explore, organize and securely access federated
data for accelerating the translation into healthcare.

Infrastructure Federation

Immediate access to advanced & flexible hybrid cloud-
based computational resource including access to
specialized accelerators and container orchestration
services.

Analytics Federation

Reuse and combine portable tools and workflows to
enhance healthcare delivery with advanced data-driven
translational insights.

Identity Federation

Provides authenticated, authorized and auditable access
to federated resources using standardized single sign-on
and identity federation

Baseline Compute/Storage

Collaboration Tools

Airlock Services

Task Execution Service (future)

Data Access Request Management

Verified Research Code

Federated Metadata Catalogues

Cohort Discovery

Appliance Provisioning (Future)

HDR UK Innovation Gateway

Researcher Accreditation

Federated Identity

Support & Training

Layout for illustration purpose only

Support & Training

Support & Training



FOREST – Federation Capability Maturity Model (Unbundling TREs)



Data Governance Structures / Design Patterns

Governance Structures Relationship Data Availability Permissions Governance Challenges IP, License & Contracts

Closed One → None Very Low Very Low Limits to collaboration Enshrined in Law

Restricted One → Some Very Low Low Limits to collaboration Enshrined in Law

One-to-one One → One Low Low Power asymmetry DSA, Contract

Clique Some → Some Low/Medium Medium Trusteeship
Consortium 
Agreement

Trusted Research 
Environments

Some →Many High Low/Medium
Trusteeship / 
user/project validation

DSA, Contract

Federated Analytics Some →Many High Low/Medium
Trusteeship / 
user/project validation

DSA, Contract

Federated Query Some →Many High/Medium Low/Medium
Trusteeship / user 
validation

DSA, Contract

Open Access Some →Many High High Revocation of rights License

Citizen Science Many →Many High High
Uneven capacity for 
analysis

Contract or License

Adapted from SBN Green Paper



Operationalizing Data Governance at scale – TREs are not a silver bullet

• Principles – FAIR, CARE?, SAFE?

• Requirements, Roles & 
Responsibilities, Rules of 
participation

• Interoperable Standards, Processes, 
Policies, Frameworks

• Modular Design Patterns, Software, 
Libraries

• Exemplars & Extensible Use Cases, 
Training, Awareness, Community 
Engagement

S A F E
Secure      Accountable    Fostering     Exemplary

Collaboration

We need a a set of PRIME Directives to help operationalize, interoperate and federate across data governance patterns



The future - building on these excellent foundations and 
partnerships to deliver a step change in benefits for UK 
science and population

• Data as Infrastructure – building blocks to create interoperable global networks focused on 

collaboration and sharing 

• Clinical/Scientific Driver Programmes that help guide our development efforts and pilot tools

• UK wide and at the centre of an international collaborative network of science 

• Diverse data types beyond just NHS data (omics, biomedical, wearables, social sciences)

• Thought leadership and expertise for innovative approaches to trust, governance and 

standards for data collection and access

• Exemplar of team science and partnership working across industry, academia and healthcare

• Patient Involvement and Engagement at all stages of the research/innovation lifecycle

• Training the current and next generation of scientists to responsible, ethical and equitable use 

of AI
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https://www.ahsnnetwork.com/wp-content/uploads/2020/11/NHSX.png


DARE UK - Key needs and opportunities
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1. Data and discovery, including technical standards such as data standards, metadata 
catalogues and common data models

2. Access and accreditation, including governance standards, rules and frameworks for 
enabling data access e.g., accreditation of TREs and researchers

3. Digital research infrastructure, including the physical and software infrastructure

4. Capability and capacity, including shortages of data scientists and data engineers, and 
career pathways for those maintaining infrastructure

5. Maintaining trust, namely demonstrating trustworthiness, gaining public and 
organisational trust, and addressing risk aversion of those holding data

6. Funding and incentives, including the current research culture, need for sustained 
funding of infrastructure and research, and the responsibilities of different groups 
involved

dareuk.org.uk

DARE UK Consortium. (2021). UK Data Research Infrastructure Landscape. https://doi.org/10.5281/zenodo.5584696



COVID-19 National Core Studies – Data & Connectivity bit.ly/HDRUK-NCS

https://bit.ly/HDRUK-NCS


Discoveries 
for public 

benefit

New Data 
Sources

Improve and 
Link Data

Make Data 
FAIR

Apply Novel 
Data 

Governance 
approaches

Trustworthy 
Research

SAFE Data 
Analysis

Reliable and 
Reproducible 

Research

Example: Zoe COVID-19 
symptom tracker dataset

Example: Hubs + CVD-
COVID-19 For the first time, 
linked health data resource 
covering 54.4 million people

112 datasets set up in 5 national trusted 
research environments – by National Core 
Studies Data & Connectivity

701 discoverable datasets 
>16,000 monthly searches

Streamlined data access 
request process, harmonised 
across TREs. Time from 
application to active 
research: 3-14 days 1

1 Wales and Scotland data only

>22,000 patient and public 
participants in health data 
research
HDR Standards: Trusted Research 
Environments, Data Utility, 
Federation

293 COVID-19 research projects using 
national data custodian data
300 Health Data Research Hub 
contracts with industry & academia

1,168 COVID-19 pre-prints and 98 published papers.
Better Care, Understanding Causes of Disease, 
Clinical Trials & Public Health

Trustworthy
Data-enabled open science 
that improve people’s lives

Public & Patient Engagement
National Core Studies
SAGE Reporting

RE-USABLE
FINDABLE

ACCESSIBLE
INTEROPERABLE

Are there examples of research being conducted in TREs?

https://www.google.com/url?sa=i&url=https%3A%2F%2Fen.wikipedia.org%2Fwiki%2FCOVID-19_Genomics_UK_Consortium&psig=AOvVaw24SLd6xCsTx3RFz-voFzEz&ust=1623115782907000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCKigsdSvhPECFQAAAAAdAAAAABAD


Thank you for listening
Here’s some obligatory holiday snaps from the peak district

bit.ly/HDRUK-TRE hdruk.ac.uk

healthdatagateway.org

Email: enquires@hdruk.ac.uk
Twitter: @HDR_UK

https://bit.ly/HDRUK-TRE
https://hdruk.ac.uk/

