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HDRUK

Health Data Research UK

Our mission
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Our 20year vision is for large scale data and advanced analytics to
benefit every patient interaction, clinical trial, biomedical
discovery and enhance public health.
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HDRUK

One Institute Partnerships ealth Data Research UK

Threeprogrammesworking with local, regional, national and international partners across NHS,
academic and industrial ecosystems:

UK Regional Networks HDR Global
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Drawing on health data science expertise and infrastructure across the UK and globally.
Delivering the transformative potential of health data research to impact everyone, everywhere

| 3



Our future strategy focuses on three
Integrated areas of activity
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A trustworthy health data research ecosystegudifferentiated
talent, emerging technology, robust datasets, all connected HDRUK

through a platform

1-1 trusted
relationships

Data custodian

Researcher

Health Data Research UK

Many-many
trustworthy ecosystem

Many cross-sector

SECTOR MATURITY data custodians

Trustworthy systems, linked
data, connectivity,
governance, policies,
standards, technologies,
benefit sharing, track-record
to demonstrate:
competence, honesty and
reliability

Many researchers &
innovators

Open, Team, Efficient, Cross-
Sectoral, Trustworthy, Scale,

v Global Science

To transform science practice and health globally | 5



1. Research Data Infrastructure and Services HDRUK

Health Data Research UK

ﬁ’)}@i@i RESEARCH AND INNOVATORS
i IMEn “/ want timely access to reliable data in a trustworthy way”
o2 PUBLIC, PATIENT, PRACTITIONER AND POLICY MAKER
“l want to see how data is being used and what has been discovered from it”
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UK Health Data Hubs and Data
Research Alliance Science Centres
L - N

Health Data Research >

Innovation Gateway

TECHNOLOGY SERVICES TRUST & TRANSPARENCY: USEABLE DATA: CAPACITY BUILDING:
REORYG IR PATIENT, PUBLIC & DATA STANDARDS, NEW CAPABILITIES,
GATEWAY DEVELOPMENT PRACTITIONER INVOLVEMENT PHENOMICS & PROGNOSTIC INTERDISCIPLINARY SKILLS
AND TRE INTEGRATION, & ENGAGEMENT, ATLAS, TRANSFORMING DEVELOPMENT
FEDERATED ANALYTICS GOVERNANCE & ETHICS DATA FOR TRIALS

TRUSTED RESEARCH ENVIRONMENTS

" “l want to provide a platform and services which enable FAIR data use”
i DATA CUSTODIANS

I “l want to make the data | am responsible for FAIR” I




N ]
UK Health Data
Research Alliance

L
Leading healthcare and

research organisations
united to establish best
practice, standards and
(0]0] 1S

Our aim is for the Alliance to beternationally recognisedas apowerful collaborationthat is
enabling trustworthy useof healthrelevant data at scale antetworked to deliverpublic
benefit.
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https://www.glassdoor.co.uk/Reviews/Office-for-National-Statistics-Reviews-E523692.htm
https://covid-19.hscni.net/
https://covid-19.hscni.net/
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https://www.glassdoor.co.uk/Reviews/Office-for-National-Statistics-Reviews-E523692.htm
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https://covid-19.hscni.net/
https://www.hdruk.org/news/why-ppie-is-so-important-to-health-data-research-sail-databank/
https://www.hdruk.org/news/why-ppie-is-so-important-to-health-data-research-sail-databank/
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Research Data Infrastructure and Services
We have built a UKvide FAIR data infrastructure to accelerate and streamline health data research hmIRUK

Health Data Research UK
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Data Utility Evaluation
We have developed a sophisticated tool to help researchers and innovators quickly and

accurately access the datasets they need

e Transforming the usefulness of data
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Patient and Public Involvement Impacts and
Outputs

‘We work with and learn from the needs and experiences of members of the public and
people using the health and care system. These case studies and opinion pieces give
some examples of how patients and the public have been involved in our work, and the

positive impacts they have had.

Opinion
CO-CONNECT: A layperson’s
perspective on using health data,
building trust and the benefits of
sharing

Case study

Case study

Population Research UK - how
public contributors helped to shape
research atits earliest stages

The role of PPIE in enabling rapid
and trustworthy access to regional
health data to support COVID-19

vaccine research
10 February 2022 HDR UK sought to embed public and patient

Leadership in public involvemen

Building Trusted Research Environments -
Principles and Best Practices; Towards TRE
ecosystems

UK Health Data Research Alliance; NHSX
Project leader(s)

David Seymour; Nicky

The paper acts as a guide for UK data custodians and other organisations involved in data sharing and information
governance both within and beyend the health sectors. It identifies and provides principles, approaches and guidelines for
data sharing and linkage practice within TRES, as well as examples of best practices drawn from the experiences of
colleagues working in the Alliance and internaticnally.

The guidelines and principles in the paper are structured around the “Five Safes” framework for the access of health data —
safe people, safe projects, safe settings, safe data, safe outputs. The White Paper also sets out principles for the federation
of Trusted Research Environments - how they can be linked, to substantially enhance the scale of secure and trustworthy
data linkage and research.

Governance and ethics

external users
on HDR UK
Futures

videos on
HDR UK
Futures

health data
science
training
programmes

people
trained

Capacity building
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Health Data Research UK

2018 2019 2020
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Initial application
submission
Further information
Requested/ response

Provided/chaser

Submitted to data
Controller/meeting

Cohort sent for linkage

i\( Approval

Data providers waiting for
cohort identifiers

C] Waiting for CAG amendmen
ICNARC [j COVIEL9 delay

¥
4y Information
®
®

PICANet

NHS Digital

JA Taylor et al. BMJ Open 2021;11:e047575



Streamliningaccess to health dat#& Accelerate researcleycle times

HRA and NHS Digital Checklist for Researchers (health data only — new applications) H RA
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— sy e R R ol ot From A. Bailey (MRC
e — I
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1 Commissioning
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ry v
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responsibility for ensuring the T&Cs in the e el e e e e
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Select ’
required details (eg
datassts Purpose for
Articulate request) 9

purpose for
request Approve

ACCESS

Outstanding questions:
- A data only study — pseudo only data? Any role for
HRA?

O
If IDENTIFIAELE b o 4
h Dats issued %‘— then type 2 { L *
objections upheld :
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Building the Gateway for researchers and innovators to access health
www.healthdatag ateway.)é)rg Cﬂ%ﬁgﬁ

HDRUK HUBS

139 datasets, 80 projects. 52 papers, 6 tools, O people @
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A0SRl | think as a gateway to search by data type
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Healin Data Research «,
Innovation Gateway

4=

Health Data Research

The journey so far
and the road ahead

HDR Global - integration

of the ICODA Workbench to
support the addition of global
datasets to the Gateway

Federated metadata -
automatic import of datasets
from other catalogues -+

Streamlined Data Access
Requests for a self-service
set-up for data custodians

E=

Userinterface updates to
improve the ability to select
and filter search results

Launch of the Gateway
Portal Minimum Viable

Product - the UK’s first unified

platform for discovery and
access to health data

HDR UK Phenotype
Library now integrated
in the Gateway

2l

National Core Studies
COVID-19 datasets made
available on the Gateway

November

Dashboard released -

data and performance
metrics about the Gateway

500

datasets listed on the Gateway

Collections published - curated
resources, including datasets

September

around a particular topic

100,000

searches completed
on the Gateway

1,000

users registered

First COVID-19
vaccine datasets
listed on the Gateway

Trusted Research
Environments (TREs)
collection now live

on Gateway

600
o o]

] datasets
Five Safesf " New Cohort
ive Safes framewo i
Discovery Tool
added to Data Acce§s enables users 2 3 3 716
Request process, with o T NS dataset views

National Core Studies

multiple datasets
asearly adopters

247

data requests

EEE

Data Utility Wizard
released to improve
data discovery

Data Use Register released,
animplementation of the UK
Health Data Research Alliance
data use register standard

140 datasets now
accessible via the
Gateway Five Safes
Form across eight
data custodians

Metadata version upgrade -
enriched dataset descriptions to
improve search and discovery

December

ruary

Data Use Register widget -

to allow custodians to display
data from the Gateway Data
Use Register on their website

One data access request
for multiple datasets

- to allow researchers

to make a single data
access application across
multiple custodians.

Register for a Gateway account

Search, discover and request access to hundreds of
datasets available for research and scientific discovery

Sign up to our monthly newsletter

Be the first to know about all the latest Gateway
updates by subscribing to our monthly newsletter

HDRUK

Health Data Research

Health Data Research
Innovation Gateway

Connectwithus ‘8 (in

230,100

searches completed
on the Gateway

2,100

users registered

755

datasets

May

150,815

dataset views

511

dataset requests

805

datauses

(@) scan ME




HDRUK

A platform already used by custodians to make their data available | i sae reweneh uk

Anindependent Allianceof data I 2GSNRAY3I FEf F2dNJ yFrdA2ya 2F G(GKS 'Y
custodians dedicated to improving
human health

50 member organisations (incl.
national bodies, hospital trusts,

charities, cohorts)
Guided by Principles for Participation

i m England m Wales
based ortransparency and public  Scofland NI
be nefit m International
Collaboratingto designbest practice
and standarddor the use of health psaoameak € HQIP ﬂr';lglg
data =
r m ’) Health and . gl Office for
UK Health Data HSC Social Care P“bllgg)?alﬁg_% L‘ National Statistics

Research Alliance
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Accelerate FAIfRess in a federated world
Metrics, Cookbooks, Data Utility Framework, Maturity levels

¥ FAIR cookbook
® Findabliy @ Accessibility

Exemplar recipes: Exemplar recipes:
Q, Unique, persistent identifiers & Transferring data with SFTP

Q, Search engine optimization & Downloading data with Aspera

-» More about Findability

@ Interoperability

Exemplar recipes:

=» More about Accessibility

® Reusability

Exemplar recipes:
£ Data licenses
&% Declaring data’s permitted uses

#s- Selecting terminologies and
ontologies
¥ Creating a metadata profile

=» More about Reusability
=% More about Interoperability

Infrastructure

Applied
Examples

Assessment

OHDSI

SCIENCES AND

AHLZFHIR

Global Alliance
v for Genomics & Health

Findable

F1. (meta)data are assigned a globally
unique and eternally persistent identifier.

F2. data are described with rich
metadata.

F3. (meta)data are registered or indexed
in a searchable resource.

F4. metadata specify the data identifier.

Accessible

A1 (meta)data are retrievable by their
identifier using a standardized
communications protocol.

A1.1 the protocol is open, free, and
universally implementable.

A1.2 the protocol allows for an
authentication and authorization
procedure, where necessary.

A2 metadata are accessible, even when
the data are no longer available.
Interoperable

11. (meta)data use a formal, accessible,

shared, and broadly applicable language
for knowledge representation.

12. (meta)data use vocabularies that
follow FAIR principles.

13. (meta)data include qualified
references to other (meta)data.

Re-usable

R1. meta(data) have a plurality of
accurate and relevant attributes.

R1.1. (meta)data are released with a

R1.2. (meta)data are associated with
their provenance.

clear and accessible data usage license.

Category Oimension Definition 8ronze Silver Gold Platinum
Dacumentation Proportion of metadats  B1%-7T0% TI%80% 1%-90% 91%-100%
Completeness. (a5 #n the current HOR
UK metadeia
o) whichis
svniatie in the
xpeced format
Avallability of s 3 As Gold, phus.
adaitional documentation in demonstrate that ‘RoadMe describing. dataset publication. support parsonnel
documentation and  addtion tothe data  Anowledge af the
suppont dictionary dita exists oldata, Dataset # journal article. Qquestions.
FAQS. ‘explaining the
Visual data model dataset in detail, or
o dataset traning
materials
Data Model Avallabiiity of clear, Known and Key fields codified. Key fieids codified Data Model
‘documented data 3ccepted data using a local winganstonaloe  conforms toa
model ‘modal but some standard intern; national standaed
hefield uncoded and ey feids
Data orfree text codifed usire &
nationl/
‘Documentation Internationsl
standard
Dsta Oxtionary Data definitions. et
data  avallable
dictionary 3nd dictionary which = Standards and
tweminalogles avaiabie aniine includes mapoing
Provenance ‘Source of the ‘Source of the Al original data Ablity to view
source andhistory  dataset dataset and any itoms lsted, 88 et versions,
of the dataset documented
ing & rules and exclusions  rules and exclusion before any
‘transparent data. documented fisted and impact of transformations.
these have been applied
(in lne w
deidentiication and
16 3pprova) and
review the impact of
each: of
clear
Data Quasty Externally verfed
M compliance with the
Process management covering collection, plan has been data management
processes aoditing, and Implemented is plan, e.g. by 150,
management is €, ICO or other
Svailable for the body
Technical S
Quakty. Oata Management hicaldita
Assocision (DAMA)  qualty dimensors:
Sy Dlaneitom - (omaeae ‘Theso clements will be calculated with dta prafiing 1ools, and the.
Unigueness, e slos 2 v ikiy
posscercsye * category reakiown evaluated following further data colection
eliness a
ra Contains. Contains data across
mutidiscpliary  singlespecalfyor  mutiple spechalties  mutimodaidatacr  more than twoters
‘healthcare data area or services within 3 data that is inked
singlotierofcare  across woiers (eg.
primary and.
Coverage secondary care]
terghof followup  Average timeframe  Betwen1-6. Betwenn§-12 Between1-10years  More than 10 years
i which a patient months. months.
agpears in a dataset
Hollow up period)
Avails Available for ‘Available for limited Available for wider
usages as per the. ‘academic research
licensing agreement,  uses only. ‘profit (e.g. charity, (e.g relatingtoa line with ethical and
folowing ethical and. public sectorjuses  specific domainl, in G 3ppeoval), and
16 approval only additon to sdditionto
acadenicand other  academic and other
mercial
ooy wses
Provision Time Lag
data being yeor ‘month. week dats.
and added to the
Timeliness Lessthanlmonth  Lessthan 2weeks
request timeframe
Linkages by tolinkwith  ientifiers ta.
ather datasets demonstrate abikty ‘outlined and/or Uist ‘on the type of reusable or
ok to other of datasets. linkages detailed. dow
 datasets previously List of previously approvals
successfully linked successful dataset
* with navigable knks
Value & 10 linked datasets
Interest ¥ia 3t OVUAL
DataEnrichments  Dita sources “The data include
enriched with additional derived el
annotations, mage fields, or enriched fields, or enriched genersted from,or  enriched data from a
Iabels, phenomes, data. data used by ather used by, a peer
derivatons, NL® alabie provsesy
dorived data fabals o

g 245 0 e 3 et o Creakve Commsis, 0 b 1666,

R1.3. (meta)data meet domain-relevant
community standards.

Level 1
Initial

Mo URI or PID
and no
documentation

No user licence
I unclear
conditions of
reuse /
metadata nor
data are
accessible

Proprietary,
non-open
format data

No clear

provenance of
data (to
facilitate
replication and
reuse)

HDRUK

Health Data Research UK

Level 5
Optimised

Level 4

Level 3 Managed

Defined

Level 2
Repeatable

PID without
metadata or

Explication of
how data was
or can be used
is available with
user access
ictions




The Health Data Gateway Cohort Discovery ) @ HDRUK

|I.\.§.'
Solution: Cohort Discovery enables researchers to discover, assess and request _ [
access to potential datasets that exactly match the research project cohort definition 5
using standardised inclusion & exclusion criteria and co-variates A _

Custodian controlled
Cohort Beacons

Total Patients: 23K

Dataset 1: 20K

Dataset 2: 3K T

Dataset 3: 1K _ = 2 "y

é N i _ 1
[ N

Datasets with female

patients between 18-35
who have asthma and
. diabetes and who are = ; )
not smokers and not s e - ]
pregnant I | EQE{% § %Q' '
g b i‘-‘ a i  ; mg, .
Cohort Definition Cohort Query N

Health Data Gateway Coréonrtgggery

K]
Query Resugssing \
4
Researchers are able to reuse the cohort query to define their research protocol when =< -
submitting their data access request B § & § =4
A Researchers will be able to reuse and compare cohort definitions between similar protocols A p Y T
Researchers A Cohort definitions will be able to reuse phenotype definitions (asthma, diabetes) without i
resorting to using ICD-10, Read, SNOMED-CT codes L . L.
Statistical Disclosure Control Policies: e,
A User validation (e.g. Bona-fide Researcher) i i '
A Low number suppression (e.g. >50) #
A Query Count binning (e.g. 50, 60, 70, -) 3

Layout for illustration purpose only

A Query Rate limiting



Improving data access our work so far HDRUK

Health Data Research UK
V Worked with Alliance members to develop a

common data access fortnased on theé-ive
Safe¥ for datasets listed in the Gateway o
V We went through armarmonisation procesto T e e i s s e

Safe project

e S — Q %, A

Data Access Request Breathe Last saved 12 Jun 2020 1345 Savenow X

Safe data

identify a set ofessential questiongommon L Yr—
to all custodians SR—
V Has launched on the Gatewfyr 283 datasets
and 12 custodians(2 more soon). Look to
continue to encourage datasets listed in the -
Gateway to use the new form e
V Had584data access requesigsing the new

form (requesting 90 datasets) N

et in touch with us before you begin if you're not sure we have the data you need

We
The
* Thetotal

5 Check what approvals you might need

Safe people Please identify any persons or organisations who will have access to the data

Individuals

O Person 1

Safe projec
Safe data

Safe setting
Safe outpu
Post-submi:

Safe people Safe projects Safe settings Safe data Safe output
Affiliat

*Office for National Statistics: https://blog.ons.gov.uk/2017/01/27/tfiee-safesdata
privacyat-ons/ e allcuklarcs acevewindor



Data Governance Risk Profiles based on the Five SAFE principles

4 )
SAFE People SAFE Project SAFE Data SAFE Setting SAFE Output
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Data Use Registers ﬂiﬂt’éﬁ:ﬁ%’iﬁi‘i&‘é?" > HDRUK

Getting the greatest use and benefit from the UK’s rich health data
is an important goal- but it is essential that those whose data is
being used can see what is being done with it.

The Gateway data use register functionality clearly shows how
datasets published on Gateway are being used, by whom and
most importantly for what purpose.

What benefits does the data use register offer?

Alignment to Five Safes Framework: To show that
only qualified people in secure settings can access
the data, and for purposes that benefit the public, the
content and structure of individual data uses follows
the Fives Safes framework.

" Automated process: Data custodians who use the Gateway data
@ 4 . access management system are automatically told about use
QQ of their datasets. This cuts down on administration time and
provides the public with real-time data.

Best practice: The registerimplements a

national standard for data use registers, developed
after a wide consultation with data custodians and
the public.

Closing the loop on impact: By providing a clear link between
data use and research outputs we can better demonstrate the
impact and value of using health data for research.

e

View the Data Use Register
For more information, visit the webpage

https://www.hdruk.ac.uk/access-to-health-data/data-use-registers
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